


LYRA IN AFRICA – PRIVACY POLICY
1. Introduction
As the Data Controller, Lyra in Africa ("Lyra", "we" or "us") is fully committed to your individual rights and keeping your personal data safe.
In this privacy policy, we describe why and how we collect, use and disclose personal data on individuals with whom we interact. This Privacy Policy also explains which rights you have as a data subject and how to use those rights.
2. Controller details
The contact details of the data controller ("Controller") are:
Lyra in Africa
Soukanlahdentie 3 A 6
02360 Espoo
Finland
finland@lyrainafrica.org

3. Purposes and legal basis for processing personal data
Lyra only processes personal data that is necessary for a specific, explicit and lawful purpose. In practice, we mainly process personal data for the following purposes:
· [bookmark: _Hlk104457714][bookmark: _Hlk104457739]Memberships: Lyra plans to collect the personal data of its members by collecting their names and email addresses, if provided, and send them newsletters via email, if given consent. The legal basis for processing the personal data is the private persons membership. 

· [bookmark: _Hlk104457826]Sponsors. Lyra plans to collect the personal data of its sponsors by collecting their names and email addresses, if provided, and send them newsletters via email, if given consent. The legal basis for processing the personal data is the private persons sponsorship. 

· Donators: Lyra plans to collect information from donators, including email address and the amount donated, and if the donator prefers not to be contacted or consents to be on a mailing list for updates. The legal basis for processing the personal data is the private persons donorship.

· Lyra plans processes and discloses the personal data of its members, sponsors and donators to a third party service provider Stripe in order to receive funds. 

4. Categories of personal data
Lyra mainly processes the following information for the above-mentioned purposes:
Membership
· [bookmark: _Hlk104458316][bookmark: _Hlk104458817]Name 
· Contact details: 
· Address 
· E-mail address
· Phone number 
· Membership information: 
· Start, end, type of membership
· Membership payment information 
· [bookmark: _Hlk104459627]Service details 
· Given permissions and consents 
· Payment details and payment gateway information. Card number and address which are encrypted before disclosing them to the data processor.
[bookmark: _Hlk104458859]Sponsors 
· Name 
· Contact details: 
· Address 
· E-mail address
· Phone number 
· Sponsorship information: 
· Start, end, type of sponsorship
· Sponsorship payment information 
· Service details 
· Given permissions and consents 
· Payment details and payment gateway information. Card number and address which are encrypted before disclosing them to the data processor. 
Donors 
· Name
· Contact details: 
· Address 
· E-mail address
· Phone number 
· Donorship information: 
· Start, end, type of donor 
· Donor payment information 
· Service details 
· Given permissions and consents 
· Payment details and payment gateway information. Card number and address which are encrypted before disclosing them to the data processor. 

Information on the use of our website
Possible information collected with cookies on Lyra's website may, include 
· IP address
· Browser type and settings 
· Device type and settings
· Operating system
· Mobile network information
· Data on the activity of the data subject on Lyra's website

5. Sources of data
Personal data is collected either directly from you or collected with cookies when you use our website. 

6. Storage periods
Lyra will keep your data for as long as they are needed for the purpose, which your data was collected and processed. The maximum retention periods for personal data are as follows:
Members: 3 years from the ending of the sponsorship. 
Donor: 3 years from the donation. 
Sponsor: 3 years from the ending of the sponsorship. 

7. Transfers of personal data
We transfer personal data outside of the EU/EEA to the United Kingdoms in the extent that technical data processing requires. We always comply with the general data protection regulation of EU, when transferring data outside of the EU/EEA.  

8. Your rights
You as a data subject have rights in respect of personal data we hold about you. You have the following rights:
· Right to request access to your personal data. You have the right to get a confirmation as to whether Lyra processes personal data on you. If so, you are entitled to receive a copy of the personal data being processed. 
· Right to request rectification of inaccurate or incomplete data. You have the right to ask Lyra to rectify personal data concerning you. You also have the right to have incomplete personal data completed.
· Right to request erasure. You have the right to ask Lyra to delete personal data on you in certain situations.
· Right to object to processing based on Lyra's legitimate interest. In cases where Lyra's processing is based on legitimate interest, you have the right to object to the processing on grounds relating to your particular situation. That is to ask, that the personal data shall no longer be processed for such purposes. In case of marketing, you always have the right to object to the data processing by Lyra for such purposes.
· Right to request restriction of processing of personal data. You have the right to request that Lyra restricts the processing of your personal data under certain circumstances. The restriction of processing means that the personal data that is subject to the restriction may, besides from storage, only be processed (i) with your consent; (ii) for the establishment, exercise or defence of legal claims; (iii) for the protection of the rights of another natural or legal person; or (iv) for reasons of important public interest.
· Right to data portability. You have the right to receive the personal data you have personally provided to Lyra in a structured, commonly used and machine-readable format and have the right to transmit those data to another controller, if the processing is based on consent or contract, and is carried out by automated means. 
· Right to withdraw consent. If the processing is based on consent, you have the right to withdraw your consent at any time.
If you wish to use your above rights as a data subject, please submit your request to the abovementioned Controller.
If you consider that your personal data is not processed legally, you may file a complaint with the Data Protection Authority:  
Office of the Data Protection Ombudsman
Street address: Lintulahdenkuja 4 
FI-00530 Helsinki, Finland
Postal address: PO Box 800
FI-00531 Helsinki, Finland
Tel. (exchange): + 358 29 56 66700
Email: tietosuoja@om.fi
9. Principles of securing personal data
Processing of physical person data:
Any physical data that is processed is stored and processed in a locked space. 

Electronical data:
The information is processed in databases that are protected by firewalls, passwords, and other technical solutions. Databases and backups are only accessible to named persons within Lyra. Only named volunteers who have been given the right for their work can access data bases containing personal data. 






